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Marketing & Privacy’s Collision Course
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Sources: Boston Globe (https://www.bostonglobe.com/business/2019/11/01/trick-wayfair-creeps-customers-out-with-new-customer-service-calls/iGxhKSwl1F3NZJ8Sgv4gZM/story.html); Twitter 
(https://twitter.com/derek_dupreez/status/978558020845174786)

Marketing has gotten a little too good at connecting 
devices to people
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Three forces are 
converging to 
create the era of 
data deprecation

Browsers and operating 

systems

Consumer behavior

Legislators and regulators
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Source: Forrester Research ConsumerVoices MROC, Q3 2018, Q1 2020 (US)

I was on my phone looking at clothes 

on Walmart's app. Later that day, when 

I was browsing Facebook and other 

apps on my phone, all of the ads were 

things that I had looked at on 

Walmart's app. I found this creepy and 

an invasion of privacy. 

– Female, 25-29

I have a disabled child. I was researching 

her medical conditions and I suddenly 

started receiving ads for preplanning 

funerals. Really, Google, if you are gonna

target me with ads, make your algorithm 

NOT be clumsy and awkward.

– Female, 50-54

I think the only personalized 

experience I want from a 

company is when I ask for it. I 

would like to call them, live chat or 

in person when I want that kind of 

service. I really want it on my terms. 

– Female, 45-49

I feel my privacy is a major concern

when it comes to personalized experiences 

from financial services companies due to 

data breaches and identity theft. 

– Male, 25-29
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Base: 58,166 US online adults; Source: Forrester Analytics Consumer Technographics® Benchmark Survey, Part 2, 2020

71%

are aware their 

information and 

activities are collected 

by websites and apps 

they use

63%

say it’s not ok for 

companies to track 

their activities across 

multiple devices to send 

them more relevant ads

24%

don’t trust any 

companies to keep their 

personal information 

secure
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The result:

More consumers use 

privacy-protecting tools 

than ever before
84%

®
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Source: Forrester's Global Map Of Privacy Rights And Regulations, 2021

Privacy legislation is a direct response, and sets its 
sights on surveillance marketing

https://www.forrester.com/report/Forresters+Global+Map+Of+Privacy+Rights+And+Regulations+2021/-/E-RES163885
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Sources: Ad Age (https://adage.com/article/digital/safari-browser-update-driving-marketers-crazy/316661), Ad Age (https://adage.com/article/news/firefox-follows-apple-blocking-third-party-cookies-

online/2175306), Microsoft (https://microsoftedgewelcome.microsoft.com/en-us/); Edge, Google (https://www.blog.google/products/chrome/building-a-more-private-web/); 

The tech platforms are pitted against each other –
and regulators

https://adage.com/article/digital/safari-browser-update-driving-marketers-crazy/316661
https://adage.com/article/news/firefox-follows-apple-blocking-third-party-cookies-online/2175306
https://microsoftedgewelcome.microsoft.com/en-us/
https://www.blog.google/products/chrome/building-a-more-private-web/


11© 2021 Forrester. Reproduction Prohibited.

What does data deprecation cost organizations?
• Marketing

̶ Audience insights development

̶ Audience segmentation 

̶ Ad targeting and retargeting

̶ Marketing measurement

• Customer experience: 

̶ Digital customer experience across domains

̶ Personalization

• Customer insights: 

̶ Prospect analytics

̶ Web analytics 

• Security & risk

̶ Fraud detection
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Let’s talk about privacy personas…
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Privacy attitudes and behaviors aren’t binary

Willingness 

to share 

information

Privacy 

awareness

Comfort 

with the 

data 

economy

Protective 

behaviors
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Conditional Consumerists

Tech-savvy, love to shop, and 
active social networkers

93% are enrolled in loyalty 
programs

31% use private browsing

Most likely to use adblocking and 
Do Not Track settings
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Reckless Rebels

Largest share of students

Most comfortable with firms 
selling and sharing their 
information

Take relatively few measures to 
protect their privacy
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Data-Savvy Digitals

Pragmatic, slightly older, and 
privacy protective

81% know that websites and apps 
are tracking them

93% use one or more tools to 
protect their online privacy
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Nervous Unawares

Concerned, least educated, not 
tech-savvy

Least aware that firms buy and 
sell personal information 

12% still don't use a smartphone

32% unaware of any privacy 
protection tools
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Skeptical Protectionists

Oldest, digitally-savvy, security 
conscious

Most likely to take measures to 
prevent data collection

58% don’t trust any firm to keep 
their information secure

The most skeptical about social 
media
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How can marketers activate this?
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Three pillars form customer-first privacy experiences

Transparency

• Clear explanations of 
what data you collect 
and how you use it

• Privacy experiences 
that are “human 
understandable”

• Responsiveness 
when customers 
request information

Meaningful Choice

• Options for data 
collection that 
include progressive 
capture

• Data minimization 
without breaking the 
experience

• Allowing opt-down vs 
nuclear opt-out

Fair Value Exchange

• Recognize that 
“value” has different 
meanings

• Ensure the trade off 
of data to value is 
balanced and fair

• Pass the
“reasonable 
expectation” test with 
each new use of 
data
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Leverage the personas to optimize privacy communications

• Conditional Consumerists value transparency and relevant benefits 

in exchange for their data – and they’ll check on you over time

• Reckless Rebels won’t always stay that way, so communicate in the 

channels where they are to build trust over time

•Data-Savvy Digitals demand meaningful choices, easy opt-outs, and 

respect for their privacy signals

• Nervous Unawares need reassurance about your organization’s 

intent and simple interfaces

• Skeptical Protectionists need consistent shows of integrity and 

trustworthiness, and easy ways to exercise their privacy rights



Thank You.
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